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MEMORANDUM FOR: CIC/TECH

ATTENTION: 25X1
FROM: Brigadier General Richard S. Beyea, Jr., USAF (Ret.)
. Director, Community Counterintelligence and
Security Countermeasures Office/ICS
SUBJECT: Functional Wiring Diagram and Brief Description of CCISCMO
REFERENCE : DCID 1/11, dated 29 May 1986
1. Attached is a copy of a functional wiring diagram and a brief
description of the functions of the Community Counterintelligence and Security
Countermeasures Office (CCISCMO) as it is presently constituted. Also
included is a copy of the referenced DCID.
2. I trust this will assist the CIC in understanding the position and
role of CCISCMO in the Intelligence Community. I welcome a visit by any
members of CIC for briefing and discussion of the Community CI issues and the
role of CCISCMO and the interrelationship with the CIC. We look forward to
working with you in the future, and if there is anything we can do to assist
you, please contact CCISCMO.
STAT

Richard S. Béyea, Jr.

Attachments:
a/s
25X1
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___SEGRET”
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COMMUNITY COUNTERINTELLIGENCE AND SECURITY COUNTERMEASURES OFFICE

FUNCTIONAL DESCRIPTION

In 1986, the DCI strengthened coordination of Counterintelligence and
Security Countermeasures by combining and broadening the functions of two
formerly separate elements of the Intelligence Community Staff. The DCI
Security Committee and the Community Counterintelligence Staff were melded to
form the current Community Counterintelligence and Security Countermeasures
Office (CCISCMO). Attachment A is a chart of the CCISCMO that provides a
functional breakout of the office as- it has evolved since it was defined in
DCID 1-11 of 3 July 1986 (Copy provided as Attachment B). The functional
description enables better definition of the mission and activities as there
is that interrelationship between counterintelligence and secur1ty
countermeasures where lines cross and coordination of activities is essent1a1
to achieve success. Herein is a summary narrative of the activities of
CCISCMO keyed to the diagram. CCISCMO is unique in that the staffing is
comprised of selected members of the Intelligence Community (IC), i.e.,
Central Intelligence Agency, Department of Defense, Federal Bureau of
Investigation, and National Security Agency, which provides across the board
access and coordinating capability to the IC.‘ ‘ 25X1

NATIONAL MULTIDISCIPLINARY THREAT ANALYSIS CENTER (NMDTAC) 25X1

The NMDTAC is charged with preparation of the annual Hostile
Intelligence Threat and US Countermeasures report, copies of which are
provided to HPSCI each year. It is also responsible for the annual
updating of the National Multidisciplinary Counterintelligence Production
Register, a compendium of counterintelligence publications. Ad hoc
studies are also the responsibility of the NMDTAC, e.g., the President's
Report to the Congress on the Nation's Counter1nte111gence and Security
Countermeasures Plans, Programs, and Capabilities and the follow-on four
biannual,progress reports towards accomplishment by the IC of the tasking
levied in this report. The NMDTAC was also responsible for preparing the
response to the Senate Select Committee on Intelligence (SSCI) report
Meeting the Espionage Challenge: A Review of of the United States
Counterintelligence and Security Programs and the HPSCI report US
Counterintelligence and Security Concerns, 1986. The responses to these
reports were compiled in the NMDTAC from input from the IC members. The
NMDTAC also serves as the catalyst and coordinator for IC task forces
attending to counterintelligence matters. Finally, the NMDTAC assists in
the preparation of material to support the DCI and IC testimony before the
Congress. 25X1

25X1
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Declassified in Part - Sanitized Copy Approved for Release 2013/09/11 : CIA-RDP90M00551R001000510052-7



_Deélassified in Part - Sanitized Copy Approved for Release 2013/09/11 : CIA-RDP90M00551R001000510052-7

e wIng i

25X1

25X1

SECURITY COUNTERMEASURES

The DCI Security Forum serves as the IC Tocus for security
countermeasures matters. The Director, CCISCMO chairs the Forum which is
charged to develop and recommend to the DCI security policies, procedures,
and practices for the protection of Sensitive Compartmented Information
(SCI) and intelligence sources and methods. The Forum provides a venue
for the senior officials specializing in security within the membership of
the IC thereby facilitating Community wide response and action on issues
of common concern.

25X1

The Facilities Protection Working Group, another activity, is managed
and directed by CCISCMO and there are three government and one contractor
Physical Security Seminars conducted each year. Simitarly, CCISCMO
sponsors the Personnel Security Working Group, which, in addition to
developing minimum personnel security standards for access to SCI
material, conducts three training seminars per year for SCI Adjudicators.
These are the only such seminars existing in the IC. Support is provided
to the Interagency Group/Countermeasures (Policy) (IG/CM[P]) Personnel
Security Committee and its subordinate Security Awareness and Education
Subcommittee as needed for research, coordination, and the conduct of an
annual government-wide Security Education Seminar. | | " 25X1

25X1

SENIOR INTERAGENCY GROUP-INTELLIGENCE (SIG-I) STAFF SUPPORT 25X1

CCISCMO provides staff support to the SIG-I primarily through the
function of Secretariat for the Interagency Group/Counterintelligence
(IG/CI), Interagency Group/Countermeasures (Policy) (IG/CM[P]), and
Interagency Group/Countermeasures (Technical) (IG/CM[T]). The unique
interagency composition of CCISCMO serves in good stead here as IC input
for the agendas that drive the IGs is readily receivable and presentable
to the IG Chairman in a usable form for presentation to the IG
membership. Support, as needed, and follow-up of issues before the SIG-I
and the IGs are also handled through the CCISCMO Secretariat role in this
vital organizational structure of the IC. 25X1

2

\—W ' 25X1
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25X1 COMMON CONCERN SERVICES

' A key function of CCISCMO lies in this area as the IC unit that
25X1 facilitates:

0 Processing of and office of record for all Foreign Intelligence

Surveillance Act (FISA) requests not handled directly by the
25X1 ' FBI;

25X1

0 Providing counterintelligence and security countermeasures
advice and assistance to the DCI and elements of the IC Staff
involved in the budget process within the National Foreign

25X1 Intelligence Program (NFIP).

UNAUTHORIZED DISCLOSURE ANALYSIS CENTER (UDAC) 25X1

The UDAC is the IC focal point for combatting the problem of
unauthorized disclosures of classified intelligence information in the
media. Its mission is to detect, authenticate, and document unauthorized
disclosures in a computerized data base. When such incidents occur, the
Director, Central Intelligence, is notified, as are the heads of affected
departments and agencies and a recommendation is made for appropriate
investigative action. UDAC also assists in the education and sensitizing
of the Intelligence Community (IC) and US Government as a whole, where
applicable, to the need for protecting classified intelligence
information. A monthly Unauthorized Disclosure Summary is published and
disseminated on an EYES ONLY basis to select Cabinet officers, key agency
heads and the Chairman of the House Permanent Select Committee on
Intelligence (HPSCI). ' 25X1

‘ ‘ 25X1
SECRET
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B CONFIDENTIAL DCID 1/1141

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO. 1/11!

COMMUNITY COUNTERINTELLIGENCE AND
SECURITY COUNTERMEASURES STAFF

(Effective 3 July 1986)

Pursuant to the provisions of Section 102 of the National Security Act of 1947 and
Executive Order 12333, a Community Counterintelligence and Security Countermeasures
Staff is established within the Intelligence Community Staff.

1. Mission

The Community Counterintelligence and Security Countermeasures Staff (CCISCMS) will
advise and assist the Director of Central Intelligence (DCI) by:

a. Assessing, in accordance with National Security Council instruction, the foreign
intelligence threat to the United States and, within the context of that assessment,
evaluating Community counterintelligence and security countermeasures policies, -
programs, priorities, and activities.

b. Providing staff support to the Senior Interagency Group-Intelligence (SIG-I) when
it considers counterintelligence and countermeasures matters, and serving as the
Secretariat and Staff to the Interagency Groups for Counterintelligence and
Countermeasures, which operate under the aegis of the SIG-1.

c. Advising and supporting the DCI and the Community regarding protection of
sensitive compartmented information (SCI), protection of intelligence sources or
methods, and unauthorized disclosure of classified information.

d. Providing, as appropriate, support to the Intelligence Community Staff and, on
request, to individual agencies of the Intelligence Community, on questions
concerning budgets and resources for foreign counterintelligence and security

- countermeasures within the National Foreign Intelligence Program.

e. Providing, for Community counterintelligence and security countermeasures organi-
zations, an office for services of common concern and,  as requested, facilitating
matters pertaining to development of counterintelligence and countermeasures policy.

2. Functions

Under the general direction of the Director, Intelligence Community Staff, the CCISCMS
will perform the following functions:

a: Prepare, as directed by the National Security Council, a periodic national net
assessment of the multidisciplinary foreign intelligence threat to the United States
and of US countermeasures related thereto; recommend priorities and undertake
staff actions on issues arising from and related to the assessment; and obtain
Intelligence Community and other contributions and coordination as appropriate. -

b. Prepare, in cooperation with components of the Intelligence Community, special
national studies of the foreign intelligence threat and related countermeasures (1)
in support of the DCI, (2) in support of the national counterintelligence and
countermeasures policy structure (SIG-I), or (3) in response to Congressional
requests to the DCI or SIG-1.

! This directive supersedes DCID 1/11 dated 15 July 1982. Security Committee was disestablished on 29 May 1986.

cL sy 0039596 '
DECL OADR

CONFIDENTIAL
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CONFIDENTIAL DCID 1/11-2

c. Provide staff support on counterintelligence and countermeasures matters to the

SIG-I Chairman and to the Interagency Group/Counterintelligence, Interagency

" Group/ Countermeasures (Technical), Interagency Group/Countermeasures (Poli-

cy) chairmen, and their respective subordinate committee chairmen. In doing so,
the Staff specifically will:

(1) Ensure that information, policy issues, and problems developed or identified
by one committee are shared with others as appropriate, thereby promoting
and facilitating cross-disciplinary coordination, consultation, and cooperation.

(2) Assist in preparing agenda, organizing meetings, and keeping records.

. Act as a catalyst to improve Intelligence Community coordination on the foreign

intelligence threat and countermeasures thereto, in part through conferences,
correspondence, and publications. As appropriate, participate in the activities of
committees and groups engaged in studying or countering the foreign intelligence
threat. ..

. Establish and moderate an Intelligence Community forum, composed of senior

security managers from appropriate departments, agencies, and Intelligence
Community organizations, to support the DCI responsibilities assigned under the
National Security Act of 1947 and relevant executive orders for the protection of
both SCI and intelligence sources or methods. The forum shall develop and
recommend to the DCI security policies, procedures, standards, and practices for
the protection of SCI and intelligence sources or methq_ds.

. Provide counterintelligence and security countermeasures advice and assistance to

the DCI and to elements of the Intelligence Community Staff involved in program
and budget development for those activities within the National Foreign Intelli-
gence Program.

. Perform services of common concern as directed by the DCI or the national

counterintelligence and countermeasures policy structure (SIG-I), to include, but
not to be limited to:

(3) Maintaining the Unauthorized Disclosure Analysis Center (UDAC), with a
central register of intelligence disclosures, serving as a Community focal point
for liaison and coordination on, and analysis of, leaks. The UDAC will identify,
on an urgent basis, unauthorized disclosures and acquire the background
thereof. These will be reported immediately to the DCI/DDCI, and to other
entities as directed, with proposed actions.

(4) Preparing and publishing the National Multidisciplinary Counterintelligence
Production Register.

(5) Maintaining liaison with and assisting the Community agency/department
program managers and the Intelligence Community Staff program monitors as
appropriate.

. Represent the DCI as directed by sitting as an observer on committees discussing

counterintelligence and security countermeasures-related subjects.

i. Provide services as the office of record for Community counterintelligence and

countermeasures documents produced by the CCISCMS.

CONFIDENTIAL
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CONFIDENTIAL DCID 1/11-3

o -7 3. Responsibilities
On request of the CCISCMS, Intelligence Community and Federal Government security

components will provide information relevant to the CCISCMS mission and functions to the
maximum extent possible, consistent with the protection of sensitive sources or methods.

4. Organization

a. The Director, CCISCMS, will be appointed by the Director of Central Intelligence and
will report to the DCI through the Director, Intelligence Community Staff.

b. Members of the CCISCMS will, in part, be nominated by selected Intelligence
Community components including, but not limited to, the Central Intelligence Agency,
the Federal Bureau of Investigation, and the Department of Defense, and will include
a DIA-provided military counterintelligence officer and National Security Agency
representative. Additionally, this interagency component will constitute the core of the
National Multidisciplinary Threat Assessment Center as chartered by the Nptxonal

Security Council.

c. CCISCMS will also consist of support and other professional permanent cadre, as
appropriate, to carry out assigned functions. Additional Staff support will be assigned
from the Intelligence Community Staff permanent cadre or other Intelligence

Community agencies as mutually agreed.

d. CCISCMS will not exercise any operational responsibility.

William J. Casey
Director of Central Intelligence

CONFIDENTIAL
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